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Abstract: The features extracted by existing malicious Android application detection methods are redundant and too
abstract to reflect the behavior patterns of malicious applications in high-level semantics. In order to solve this
problem, an interpretable detection method was proposed. Suspicious system call combinations clustering by social
network analysis was converted to a single channel image. Convolution neural network was applied to classify
Android application. The model trained was used to find the most suspicious system call combinations by
convolution layer gradient weight classification activation mapping algorithm, thus mining and understanding
malicious application behavior. The experimental results show that the method can correctly discover the behavior
patterns of malicious applications on the basis of efficient detection.
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Figure | System overview
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Figure 3  Sensitivity distribution of sensitive API
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Figure 4 Image construction method
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Table 2 Comparison of image length effects
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Table 4 Overview of the data set
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A 13 365 13514 26 879 6.69
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Table 5 Effectiveness

Foy P R Fl A
2012 4 94.0 95.6 94.8 94.4
2013 4 93.5 94.2 93.9 93.7
2014 4¢ 92.3 89.2 90.7 90.6
2015 4 91.0 91.9 91.4 91.4
2016 4 91.4 92.6 92.0 93.9
2017 4 93.4 90.4 91.9 91.8
2018 4 95.1 90.9 93.0 93.0

A 93.0 92.1 92.5 92.7
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Table 6 Robustness
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A 91.4 75.6 64.2 77.2
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Figure 6 Robustness
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Figure 7 Running time of samples of different sizes
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Figure 8 Visual analysis of samples
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