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Obfuscation-resilient Android Malware Detection Based on Graph Convolution Neural
Networks.
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Abstract: Since the release of Android, it has become the most widely used mobile phone operating system in the world due to its
advantages such as open source, rich hardware and diverse application markets. At the same time, the explosive growth of Android devices
and Android applications (app for short) has made it a target of 96% of mobile malware. Among current detection methods, the direct
extraction of simple program features, ignoring the program semantics is fast but less accurate, and the conversion of semantic information
of programs into graph models for analysis improves accuracy but has high runtime overhead and is not very scalable. To address these
challenges, we distill the program semantics of an app into a function call graph and abstract the API call to convert the call graph into a

simpler graph. Finally, these vectors are fed into a GCN model to train a classifier with triplet loss(i.e., SriDroid). After conducting
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experimental analysis on 20246 Android apps, we find that SriDroid can achieve 99.17% malware detection accuracy with good
robustness.

Key words: android malware; obfuscation-resilient; function call graph; abstract API; graph convolution neural networks.
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F R ST B AR R Gt R A a2 T & A 9

2.3 {FEEEVIEL

TE 3R A5 B B0 B 3 R 8 2 )5, SriDroid A 3K A% Ge 52 2% 10 B 43 b7 J7 20k L REAT A0 3, i 2 R
One-Hot Zif 77 30 9 B o BT AT 1 SR 3 — M WAL RRAE 1) &, SRR m DU = 48 i B 40, (618 IR 82
T A ) B A T 2

AR, S EME S, &g B i3y S04 — R 5, J0K e R T B 14 5 g
ITORAE, WA — AT s, F K R FTA T AR R4, R8N Num_node. 7EHIEAILT BT
fERENESFRET, TS, BV — KN Num_node f4 0 45 4E AR, SR G MR HAE 35 5 gt
RS, FEMIR RS A A B 1, ANTTZE AR T 4E 298 Num_node F T s W1 SR FRE 17 5

¢

oo om
o mm
P . oo o om om ( \
1 1 1
i i | om oo !
1 1 Nl 1
— : : S @l
1 1—> on — omg  —— e ! ooxm —_— ,‘ —_— ,‘ 1
: : [ecee] xxx : P N :
i o | i @ !
1 1 oxxa 5 — 1
i wE
| oo T R R i oxn ]
1, ! 1 1
LN oo oo o o WHE

pm———

s R
4 SriDroid ") &I 25 AU 22 0 2%

2.4 FEEIZF0FIN

FIFERHE [ B 2 J5, SriDroid 42 B /o4 F Triplet Loss Bk Y Zh— 40288, SR R 1% 70 28 88 RAG I 23K
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AFAREAR n Z (A BE RS R AT R hrim . R B A 0l T
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e  Drebin®®: —NIEFRR. API. Intent %5 () % FUB R A R G0, S HATT 2 WA 2 1 LR
R R IR BUR AT BE 2 RRAE, R B ATHR NI & ) 22 72 8] o DURS ) 2% 2 3 o
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PR 27 50
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AL FE Adma
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TEZ T, SriDroid 7E #7238 XEGIE I HHE Hh ik F A Z A I AR AT S H0R K, R EUR R4 R
WIS HER A G AT R B e B0 sLhe, BRI SHOEHFWNR 2 Frox. BB E M4 R H ReLU 1R AB0E R 4L,
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TE KB B 55 360480 B I SR 1) 43 5 38 SR A IR IR RE AR
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17 7 XFEESEES, 120N SriDroid(CE), H A ffxh th sz de 45 RNk 3 Fis .

PerDroid J& — A~ T f& R AU BR 20 41 1 22 500 SRR I 77 v, B R =R R AR HE R 508 CHAS RS
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M. FEA/NY T, PerDroid SCE HVAAN ) 88 /s B A BR B 106 Ay AR AE SR A X LU A #4338 . R 3 IR T
PerDroid #1 SriDroid [} LES2Ee 45 8, &5 54 a7 A3 41 SriDroid Lt PerDroid £ & 8 AF A L R BLTEAR -
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=3 AFTE R s g R

% b & 48 P R Fl1 A
PerDroid 94.12 93.59 93.85 94.01
Drebin 95.86 95.66 95.76 95.81
MaMaDroid 96.11 95.78 95.95 96.13
IntDroid 97.12 96.36 96.74 96.72
SriDroid(CE)-Family 96.84 96.82 96.83 96.83
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SriDroid-Class 99.21 99.13 99.16 99.17
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#& SriDroid B A A5 LA b, X2 KA E ML [ 42 FE T 1 90000, %T MaMaDroid, ‘& °T-33 7% %4 68.2 #
SERREA AT, FIB TS R4 EE AR K (115600 ANMFEAED, 402t SR 19 9 A AR K. X F IntDroid, 58
R RIS T HIE Y TT 8 N 42.7 8, HELZ R, SriDroid R 7 4.6 #RITT 58 T H 24T

BRI S, YRR b, @5 a4 S 2D BRI 47 B AR 7% 9 A7 T LUK I, SriDroid AR T
WA TAERA BARKIB T4, Wk BA By e,

4 B %

WA 2 BB AR AR Y, RERE G EWTEGEBEE. SRR, HEE S BN
RIAR, (HY MR, T RO e B, ARSCIR T BT B AR A W 48 IR BRI 2 T R O R v
SriDroid. #3d 734t 10757 AN IEH S F #9489 A& &S H , SriDroid 73k F|15 99.17%H] accuracy, i PerDroid.
Drebin. MaMaDroid. F IntDroid [fJ accuracy 4> >4 94.01%-+ 95.81%- 96.13%F1 96.72%. It4b, TEXFHIAR
IR M S 3 MR 7,  SriDroid 7] LAIA 3 97.4%[1 recall, 1%L REEH recall 73514 72.6%. 86.1%- 87.2%
1 90.1%. ST S, SriDroid FHEE T IUA (1 2 5 05 5 ORI 7 v LA ot v VDR WODHE B2 e D (0 5ok 32
B AT PURIERE -

TER R TAE R, AR XU APT B T35 3047 58 4R BE A0 %12 AR AL I R RO 2, IR ECE 2 /9
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HI A AR B SR A N 48 SR R B R RE D R S R R T A .
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